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Security Policy, Security Models
And a Look at

Mandatory Access Control

CMSC 426/626

Overview

¥ Background Terms
¥ Security Policy

ÐSecurity Models
¥ Bell and LaPadula

¥ Type Enforcement

Security Phrases

¥ ÒSecurity is a process, not a product.Ó
-- Bruce Schneier

Security Terms

¥ Orange Book
ÐDoD Trusted Computer System Evaluation

Criteria (TCSEC)

Background: Security Services

Undeniable proof-of-par ticipation
(Sender/receiver in bank transaction)

NON-REPUDIATION

Assurance of service on demand
(Guaranteed dial tone)

AVAILABILITY

Ver ification of or iginator
(Signature on check)

AUTHENTICATION

Preventing disclosure. Pr ivacyCONFIDENTIALITY

Absolute ver ification data has not been
modified
(Detection of a single bit change)

INTEGRITY

Tenets of Information Assurance

Background: Security Services

RSA signatureDigital SignaturesNon-repudiation

Multiple RoutersRedundancyAvailability

Unix PasswordsLoginAuthentication

AES, DESEncryptionConfidentiality

HMAC, MD5,
SHA-1, CRC

Keyed Hash FunctionIntegrity

ImplementationSecurity
Mechanism

Security
Services

Tenets of Information Assurance (continued)

But wait thereÕs moreÉ
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Background: Security Services

Òwipe diskÓ
dd if=/dev/zero

OS file systemObject Reuse

Syslog(3)

/var/log/messages

System Audit
IP Traceback

Accountability

Unix Protection
Bits, ACL, BLP

Discretionary Access
Control (DAC)
Mandatory Access
Control (MAC)

Access Control

ImplementationSecurity MechanismSecurity
Services

Tenets of Information Assurance (continued)
Security Policy

¥ Security Policy
ÐÒWhat security means to the userÓ
ÐA document describing the rules and

procedure governing an information
system.

Security Model

¥ Expresses the requirements
ÐOf the security policy

Security Model

¥ DAC
ÐAccess Control Matrix (Lampson)

WR, W
control, own

R, W, X
own

PSmith

WR, copyR,W,X,
own

R, W, X
own

PJones

LPRFileSmithFileJonesPSmithPJones

Access Rights: R, W, X, ownership, delegation, copy, É

System Development Path
Security Policy

Implementation
(Abstract)

Security
Model

Formal/Informal

Security Services

Security Requirements

Functional
Specification

UNIX

SELinux
MULTICS Linux

Test

Formal
Specification

Example OS Lineage

BSD

DTOS

FLUKE/FLASK

Thm
provers

Security Mechanisms

¥ Discretionary Access Control (DAC)
Ð Subjects fully control objects under their control

¥ Able to replicate the object and
¥ pass that control to other subjects

¥ Mandatory Access control (MAC)
Ð Access control is mandated by system policy
Ð This policy and the rules for access and

dissemination cannot be changed by the subject
¥ The owner of an object must abide to this policy

¥ MAC then DAC
Ð In this Order
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Mandatory Access Control

¥ Security provided by the system
Ð Application isnÕt burdened access decisions

Ð Limits exposure from a compromise

¥ All Access mediated by the system

¥ With granular control
Ð Protect the application

¥ Separation, safe execution,

¥ Limit exposure and risk of compromise

Background:Trojan Hose Attack

Restricted.txt

RW- --- ---

cp restricted.txt foo.txt
chmod 777 foo.txt

denied

Write Trojan w/
Extra functionality

entice

Mission accomplished
DAC is not enough

Security Terms

¥ Clearance
Ðsecurity level

¥ Labels - Markings - Classification
¥ Hierarchical Ordering

ÐFor example:

¥ Expressed as a Lattice
Ð partially ordered set where every pair has greatest

lower bound and least upper bound
! 

Unrestricted< CompanyProprietary< CompanySecret

Security Terms

¥ Subjects
¥ Objects
¥ Why these terms?

ÐClassical COMPUSEC
¥ Part of Formal Proof

Ð mathematical argument that the state of the system
is maintained

Security Model

¥ A formal description of a security policy
ÐBell and LaPadula Model (BLP)

¥ Model captures confidentiality of MAC

¥ Prevents unauthorized disclosure
Ð Prevent unauthorized dissemination

!  

Access=
1 if LevelSubject> LevelObject( )
0 Otherwise

"  
# 
$ 

Technically, ÒDominatesÓ and not g.t.

BLP uses ÒclassÓ for the subjectÕs level and objectÕs security label.

Security Models

¥ From BLP
ÐSimple Security Property (SSP)

¥ Can read down

¥ Cannot read up

Ð*-Property (star property)
¥ Also known as confinement property

¥ Prevents write-down
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Security Models

ÒRestrictedÓ

ÒUnclearedÓ

X

Clearance to
ÒRestrictedÓ

ÒUnclearedÓ

!  

Uncleared<RestrictedClearance and labels
for our example

Read
What about

Write down?

BLP Continued:

Security Models

¥ BLP Only deals with secrecy
ÐPrevent unauthorized disclosure

¥ What about
ÐModification of data and Integrity of the

source?
¥ Consider a read up?

Security Quotes

¥ Security always involves a tradeoff
between convenience and risk.
ÐAnonymous

Security Models

Read

Consider the source (integrity) of the newly created document.

W
hat c

an yo
u sa

y a
bout

The in
form

atio
n flo

w?

LOW

HighNew

Security Models

¥ Biba Model
ÐIntegrity Model

¥ Integrity != MD5, CRC, etc.

¥ Think in terms of trusting the source.

ÐRules are flipped from BLP

Security Models
ÒHighestÓ integrity

X

ÒHighÓ integrity

ÒLowÓ integrity

Write

Read

Trust the source

Biba -> Integrity Model

X
Read
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Security Models

¥ Clark-Wilson
Ð Transactional integrity model

¥ Chinese Wall Model
Ð Organizational separation to prevent COI

Ð RW access authorized by group membership

¥ Perfection
Ð Information flow and non-interference models

Security Models

¥ Basic Security Theorem
¥ Tranquility

ÐPrevents the re-association of an access
class in mid operation.

ÐAs done in BLP

Security Terms

¥ Process Isolation
¥ Privileged Instructions

Ð Instructions available to processes of higher privilege
Ð Consider Disk IO and access to IO ports

¥ Privileged property
Ð extra privileges assigned to a process
Ð Override

¥ Possibly overide Bell-LaPadula (BLP)
Ð SSP & *-property

Security Terms

¥ Principle of Least Privilege
Ð every entity granted least privileges necessary to

perform assigned tasks

Ð A policy such that each process
¥ Has access only to those objects
¥ For its assigned task
¥ and no other privilege

Security Terms

¥ Resource
Ð anything used while a system is functioning (eg

CPU time, memory, disk space)

¥ Resource encapsulation
Ð property which states resources cannot be directly

accessed by subjects because subject access
must be controlled by the reference monitor

[Rothke]

Security Terms

¥ Reference Monitor
Ð a security control which controls subjectsÕ

access to resources - an example is the security
kernel for a given hardware base

1. Must Always Be Invoked
1. Mediates Access

2. Must Not Be Circumventable

3. Must Be Easily Verifiable
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Security Quotes

¥ Microsoft could have incorporated effective security measures
as standard, but good sense prevailed. Security systems have a
nasty habit of backfiring, and there is no doubt they would cause
enormous problems.

-Rick Maybury
presumably from rickmaybury.com, Boot Camp 140, Windows System Policies, 2000.

 Anderson, Chapter 4, Security Engineering

Type Enforcement

Type Enforcement

¥ The shortest  explanat ion I  ever
gave of TE was in response to a
quest ion by But ler Lam pson:  " I t 's
the Lam pson Access Mat r ix
organized into equivalence classes
for efficiency.Ó

Ð -  Ear l Boebert

[Boebert]

Type Enforcement

¥ Type Enforcement
ÐA form of MAC
ÐProtects the integrity of a system

¥ Implementation of Least Privilege
Ð Process isolation

Ð Stronger Constraints

Ð Fine Grain Access Control

È Control an individual system call!

Type Enforcement

¥ Security check
ÐAt every system call

¥ Objects (e.g., Files) are typed

¥ Each application has a Domain label
ÐPolicy

ÐFine grained access

Type Enforcement

¥ Subject (processes, threads)
ÐÒDomain LabelÓ

¥ Object (files, segments, devices, etc.)
ÐÒType LabelÓ��
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Type Enforcement

¥ Recall that an Access Control Matrix
ÐAn abstraction that can represent an

access model. See Lampson, 1971

---

R

DIR2

---RXR,WRWDomain2

WR,W---R,W---Domain1

Lib
encrypt

File1EXEaSyscalliEth0
(socket)

Type Enforcement

¥ Example Role Based Access
ÐTwo Roles

¥ Separate the roles into unique domains
Ð Permit access to types only for that domain

RWRWDRoleB

RWRWDRoleA

TObj4TObj3TObj2TObj1

Type Enforcement

¥ Example: tcpdump -i /dev/eth0
ÐWithout ÒsuÓ
ÐPermit transition to another domain on

execution

execute

DBPF

execute

Duser

RDBPF

WDuser

TSTDOUTT/dev/eth0

Type Enforcement

¥ Example Implement BLP (MLS) with TE
ÐGiven this ordering:    U < C < S < T

¥ Recall: Able to Read down, Cannot read up.

RWDU

RRWDC

RRRWDS

RRRRWDT

TUTCTSTT

Type Enforcement

¥ Example -- Information Flow
ÐAllow campaign finance data, from to

political parties, to co-mingle (merge) with
that of the oversight and compliance
committee.

ÐProhibit party data from merging

ÐWrite the TE matrix
¥ Surprise, need only one domain

Type Enforcement

WRRDoversight

ToversightTDemocratTRepublican
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Type Enforcement

¥ Support for multiple policies
¥ No security labels

¥ Least Privilege
¥ Containment
¥ OS Integrity

Ð Limit the risk of compromise

¥ Audit Alerts
Ð What might you do here? Any tie in?

SELinux

¥ History
ÐFLASK/FLUKE

¥ Integration of the FLASK architecture

¥ Now Part of 2.6 Kernel
ÐCommercial support RH Enterprise Linux v4

¥ Underlying security is not altered
ÐÒEnhancedÓ

SELinux

¥ Linux Security Module (LSM)
Ð Separates kernel from security function
Ð DoesnÕt provide security, only interface and

management of security attributes
Ð Building Block for MAC. SELinux implements two:

¥ Type Enforcement (TE)
Ð MLS -> BLP

È SELinux -> Flexible MAC

¥ Role Based Access Control (RBAC)

Ð And restrict users & applications
¥ Based on a mandated policy

SELinux

¥ Security Policy Configuration
ÐConfiguration files

¥ For Type Enforcement and RBAC controls
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Backup Slides

Covert Channel
A simple timing example
Using an MLS file system
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Covert Channel

¥ Definition
ÐA communication channel in violation

¥ Of the security policy.
Ð Orange Book centric

Ð From Steganography: a communication channel over
another such that a message can be sent without
revealing such communication.

¥ Timing and Storage

Covert Channel

¥ Classic Example
Ð Timing in a Multilevel System

¥ Types
Ð Timing
Ð Storage

¥ Well, the community decided
Ð Only Timing

!  

S " T

Covert Channel
Highest Clearance Level

Uncleared Personnel

MLS System

% touch /tmp/foo.txt

Also tries to
Create Òfoo.txtÓ


